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Abstract

Eledronic medicd records contain informa-
tion valuable to reseachers in various disci-
plines. However, the use of recordsin pradice
islimited dueto privacy protedionlaws. Clin-
icd documents auch as discharge summaries
contain many instances of proteded hedth in-
formation (PHIs), which have to be removed
before the data is made pubicly available.
Manual de-identificaion, where PHIs are re-
moved by human experts, is both slow and in
many cases inacalrate.

In this work, we describe the design and
implementation o an automatic de-identifier,
and evaluate its performance on a large oor-
pus of discharge summaries. We demonstrate
that our de-identifier can effedively locae
PHIs in freetext medicd documents, achiev-
ing 97.37% predsion and 9352% recdl, and
outperforms humansbaoth in acaracy and pro-
cessng speed. We further evaluate the robust-
nessof our solutionthroughfeaure seledion,
and by varying the size of the training corpus.
We show that performanceimproves asafunc-
tion o thetraining set size, implyingthat even
better results can be obtained by wsingalarger
training set. We dso perform SVM kernel se-
ledion, demonstrating that various kernels are
effedive for de-identification.

1 Introduction

Electronic medical recrds ontain information
vauable to many reseach areas- dedsion sup-
port systems, patient monitoring and epidemiology;,
among ahers (Neamaullah et al., 2008. However,
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such records often contain protected hedth informa
tion (PHI), which limits their use outside of hos-
pitals (Uzuner et a., 2008. Under the Hedth In-
surance Portability and Accountability Act of 1996
(HIPAA), the amount of individually identifiable
hedth information releasal for a gedfic purpose
except if explictly authorized by the patient, can-
nat be more that “minimum necessey” for the pur-
pose In pradice, this requirement means that a pa-
tient's medical records can rarely be disclosed ou-
sise the normd courseof treament without the pa-
tient’s written consent (Annas 2003, limiting the
records usein reseach.

In order for a record to be nsidered de-
indentified, HIPAA requiresthat it doesnot explic-
itly identify an individual, or provide other infor-
mation which can be usal to identify an individual.
Such de-identification can be acomplished in one
of two ways:

1. A person with “appropriate knowledge of and
experience with generally accepted statistical
and sdentific principles and methods” must de-
termine that the risk of patient identification is
“very smdl” (HHS.gov, 2010.

2. Instances of seventeen classesof identifiers
(PHIs) are removed from the record. Thesein-
clude names, geographic subdvisions sndler
than state telephore numbers and all ele-
ments of date except the yea, among ahers
(Uzurer et a., 2007).

The first option is generally infeasble and in-
efficient, since an approval by a human expert



would be required for eahy new study. Prior
de-identificaion performed by human experts (ei-
ther by clinicians or persons familiar with med-
ical terms), on the other hand, has been shown
to be prohibitively time-consuming and expen-
sive (Neamaullah et a., 2008. In addition, hu-
man performance on de-identificaion tasks is
highly variable and some studies show that com-
puter algorithms can perform at leag as well
(Uzunrer et al., 2007 Neamatullah et al., 2008.

While automadic de-identification of medical
reqords is appeding, it has dallenges of its own.
Documents such as discharge summaies, for ex-
ample, are charaderized by incomplete utterances
and frequent useof medical language, which makes
them unsuitable for many NLP tools that ded with
more mlloquial languege. Furthermore, an expres
sion’s dasdficaion asPHI can be highly ambigu-
ous depending onthe context (Uzuner et al., 2008.
A consavative gproach which, when in doult, al-
ways dasdfies a expresson as aPHI is unaccapt-
able sinceit can remove potentially useul informa
tion from the document.

In this work, we descibe the desgn and imple-
mentation of an automaic de-identifier for medi-
cd documents, and evaluate its performance on a
large corpus of discharge summaies. We demon-
strate that our de-identifier can effedively locae
PHIs in freetext discharge summaies, acieving
97.37% predsion and 9352% recdl, and ouper-
forms humans bath in acaracgy and processng
speed. We further evaluate the robustnessof our so-
lution throughfedure sdection, and by \arying the
size of the training corpus. We show that perfor-
manceimproves as dunction of thetraining s size,
implying that even better reaults can be obtained by
using a larger training sé. We dso perform SVM
kernel sdection, an agped of de-identificaion na
addressé in literature, demonstrating that kernels
other than linea are dfedive for de-identifi cation.

2 Problem spedfication

An automaed de-identifier can be formdized as
follows. Given a medica document D =
wi,wo, ..., Wy, Where w;'s ae the document’s
words, and a dassfier f(w;) st. f(w;) = +1 if w;
isaPHI and f(w;) = —1 otherwise, a de-identifier

outputs Dge—;q = wi, w) ..., wh, where:

if f(w;) =—1
otherwise

1)

NULL is a gedal symbol meaning that a word
has been removed. In other words, a de-identifier
removes d PHI instancesfrom the document on a
per-word bass.

3 Reéated work

There eist a number of agorithms for de
identifying medical text, maost of which can be das-
sified asbelonging to one of two caegories: (a) rule-
basal and (b) statistical (Uzuner eta., 2007). An
example of the former, Neanaullah et al developed
a g/stem which usesdictionary lookups, regular ex-
pressons and heuristics for PHI classficaion. The
algorithm scans medical notes word-by-word, and
relies on herd-coded rules to combine regular ex-
presson, context and dcitonary lookupinformation
to dedde whether a word is a PHI. The g/stem ex-
posedimited flexibility through wse-swappable dic-
tionaries (Neamatullah et al., 2008.

Gupta et a developed De-ld, an automatic de-
identifier which uses a omplex s& of rules, dici-
tonaries, pattern-matching algorithms, and the Uni-
fied Medica Language System to identify and re-
place identifying text in clinical reports, while pre-
saving madical informaion for use in reseach.
Gupta et a evauated De-Id ona se of 967 surgi-
cd pathology reports, where it failed to de-identify
103 acces®n numbers, 7 dates, 9 names, 25 ini-
tials and 46 hapital or laboratory names. It aso
erroneously removed nonPHI informaion from 15
reports (Guptaet al., 2004).

One of the most acawrate statistica sys
tems is Sat De-id developed by Uzuner et al.
(Uzuner et al., 2008. Uzuner uses amulti-class
high-dimensional Support Veaor Machine (SVM)
trained on a large arpus of discharge summaies
to identify PHIs. The Suppat Vedor Madine op-
erates on a vedor represetation of words in doc-
uments, where eat vedor dimension correponcs
to a particular fedure of a word. Suppated fea
turesinclude punctuation, word length, bigram as®-
ciations and part of speed (POS) tags, among ah-
ers. Stat De-id achieves apredsion and recdl of



98.40% and 9375%, regedively, ona crpus of au-
thentic discharge sammaies (Uzuner et a., 2008.
The acwaracgy, while high, is not enoughfor al de-
identifi cation puposes Stat De-id’s performance as
a function of corpus 9ze wasnat evaluated, which
makesit imposdble to predict whether higher aca-
ragy could be obtained througha larger training cor-
pus. Furthermoe, Uzuner et al. only trained Stat De-
id using alinea kernel, which may not be the opti-
mad choice for the PHI/non-PHI classfication prob-
lem.

Our de-identifier is an open-source re-
implementation of Stat De-ld and adieves
comparable acairracy on the sanetest sd. We eval-
uate the gystem’s performance as aunction of the
training se size, feauresused, aswell asthe choice
of kernel in the underlying SVM implementation.

4 Approach

We define afeature exractor, denoted ¢(w; ), which
maps dl words in a medical document onto a high
dimensional vedor represetation € R%. Eacdh di-
mension in the reallting vedor space orrepondsto
a gedfic feaure of theword, such aspart of speed,
length, membership in medical dictionaries or syn-
tactic role, among ahers (seeSedion 4.1 for a de-
tailed desciption of al feaure dassesve use). The
exad number of feauresd depends ontraining data
but is usually above 100,000.

We use atwo-class Suppat Vedor Madine to
classfy words into the PHI (+1) and nonPHI (—1)
caegories. Given the fedure vedor represeitation
¢(w;), the SYM usesthe following classfication
rule:

T
f(wj) = sign <Z oy K (¢(w;), 45(%‘))) 2

i=1

where vy, va, ..., vr is the training sd, y; is the
+1/—1 label of v;, and «} fori = 1,...,7T arethe
parameters of the model. K (¢(w;), ¢v;) is the ker-
nel, which indiredly maps ¢(w;) and ¢(v;) onto a
kernel-spedfic vedor spaceby computing the inner
product in that vedor space

We find the model parameters o by solving the
following maximization problem:

T T
1

arg maXZO‘i 3 Z iy K (o(vi), ¢(vj))

at,...,ar i=1 i,j=1

subectto0 < o; < C,i=1,...,T

where C' is a parameter penalizing misclassfica
tions.

Unless sated otherwise, in this work we usethe
linea kernel defined as

K(p(wy), d(vi)) = d(w;)" d(v;) (©)
In Sedion 5.5, we aditionally evaluate our model

on the quadratic and Gausdan kernels. Regec
tively:

K(d(w;), (v:)) = (v d(w)Td(vi) +7)° (&)

K(9(w)), ¢(vi) = exp(—v]|¢(w)) — ¢(v:)]|?)
©)

~ and r are ajustable kernel paremeters, whose
optimal valuesdepend on goblem charaderistics.

4.1 Feature Representation

The feauresused by the fegure extrador ¢(w;) can
be divided into three broad classes lexical/ortho-
graphic, syntactic and semantic. This sedion de-
saibes eah feaure dass and its contituent feaures
in detail.

4.2 Lexical/Orthographic Features
4.2.1 TheWord Itsdf

There ae words which consistently appea as
non-PHIs such asthe conjunction “and’ and the pro-
noun“they” (Uzuner et a., 2008. Similarly, some
words aich as omman first names ae dmost a-
ways PHIs. We incorporate this knowledge into our
fedure representation by creding a binary indicator
fedure for eat urique word we encourter in the
training corpus.

4.2.2 Capitalization

Some PHI types sich asnames and locations ae
usualy cepitalized (Uzuner et a., 2008. We incor-
porate this knowledge by using a sngle binary in-
dicator fedure gpedfying whether aword is capital-
ized or naot.



4.2.3 Punctuation

Numerical PHIs such astelephore numbers and
dates can sometimes be identified with the help of
purctuation (Uzuner et a., 2008. For example, the
“-7in"617-1234567 can help identify the dring as
aphore number. Similarly to capitalization, punctu-
ation is represanted as abinary indicator fedure.

4.2.4 Numbers

PHIs auch as|Ds, dates end phore numbers usu-
ally contain numbers (Uzuner et a., 2008. For
ead word, we have an indicator feaure edfying
whether the word is a number.

4.2.5 Word Length

Phore numbers, social searity numbers and aher
numerical entitiesusually have afixed length, which
can ad their identificaion as PHIs. To represent
word length, we use L indicator feaureswhere L
is the length of the longed word in the training cor-
pus. We sd the [-th length fedure to 1 if the given
word haslength /.

4.2.6 Lexical Bigrams

Sometimes PHIs can be identified using the im-
mediate lexical context. For example, the phrase
“was amitted” is usually precealed by the name of
the patient. We incorporate lexical context into our
fedure represantation by creaing two indicator fea
tures per eat bigram we encourter in the training
corpus. For agiven word, we sé the corregpondng
bigram feaureto 1 if theword is preceded/followed
by that bigram.

4.3 Syntactic Features

4.3.1 Syntactic Bigrams

While lexica bigrams capture ome of the con-
text, they canna ded with long-range dependen-
cies. Consider for example the phrase Wwas al-
mitted”, which is usualy precaled by a patient’s
name In caseof an immediate precalence, lexi-
cd bigrams can capture the dependency perfedly.
However, they fail when there is ancther phrasein
between the target PHI and the bigram of intereg, as
in “John who had a hernia, was amitted yederday”
(Uzuner et al., 2008.

To ded with longrange dependencies, we use
the Link Grammar Parser (Link Gramma, 2010.

| |
| | shrrmm o) RG—rrrmmere + | |
| +-Mk T4 R | | |
+-—-Wd--+ +Xd+S**w+ k= BE=t | e BVt —MVpHi=—it |
| LI | | | | | | |

LEFT-WALL John , who had.v a hernia.n , was.v admitted.v yesterday .

Figure 1: Output of the Link Grammar Parser for the sen-
tence “John, who hed a hernia, was admitted yesterday”.
The parse tree @rredly captures the longrange depen-
dency between “Johri” and “was admitted”.

The parse extrads syntactic dependencies between
parts of a setence enabling us to capture long-
range links between words (Figure 1). We dore duch
dependencies, for ead word, as syntactic bigrams
(Uzurer et al., 2008. That is, we dorethetwo most
immediate Idt and right syntactic dependencies, as
indicated by the Link Gramma Parse.

4.3.2 Part of Speed

PHIs such as names and locdions ae gen-
erally more likely to be nours than verbs
(Uzurer et a., 2008. We incorporate this knowl-
edge by having an indicator feaure for ead poss-
ble part of speet. The POS tagging is dore by the
OpenNLP Part-of-Speed tagger (openNLP, 2010.

4.4 Semantic Features

4.4.1 Sedion Headings

Some PHIs ae more likely to appea in spedfic
sedions or under spedfic headings. For example,
the “Discharge Date” healing is usualy followed by
adate (Uzuner et a., 2008. We incorporate head-
ing information by having indicator feauresfor eah
sedion we encourter in the training sd.

4.4.2 MeSH ID

MeSH 1D maps nours to spedalized medical ca-
egories auch asdiseasestreaments andtests, among
others. There ae 15 top-level caegories, and sub-
caegoriesupto adepth of 11 (Uzuner et a., 2008.
Nours which can be succes$ully mapped to a
MeSH ID caegory are lesslikely to be PHIs. We
incorporate MeSH ID information by having an in-
dicator fegure for eact MeSH ID type.

4.4.3 Dictionary Information

In addition to MeSH 1D, we use pedalized dic-
tionaries such as adictionary of common names



and locaions. We incorporate dictionary informa
tion through indicator feaures edfying whether
the target word is present in the given dicitionary.

45 Tokenization

Before we can usethe feaure extrador, we usethe
tokenizer to transform freetext documents into lists
of words. Thetokenizer is desgned to work with the
forma of the Challenge Corpus (Sedion 5.1), us-
ing the provided annaations to detect word bound
aries. The tokenizer also extrads basc information
from the annaations, such as setion names and PHI
types and passeshem forward to the feaure extrac
tor.

4.6 De-identification

The de-identifier combinesthe feaure extrador, the
SVM clasdfier and the tokenizer into a sngle func-
tional entity which can be used to remove PHI in-
stancesfrom freetext medica documents (Listing
1). The de-identifier loops through words in the
document, and wsesthe dassfier f(w;) to dedde
whether agivenword isaPHI. If it is, it removesthe
word from the document and inse'ts a generic PHI
maker (NU LL) in its place Such markers aethen
usal to evaluate the acarracy of de-identification.

Listing I Pseudacode of the De-identifier. The de-
identifier uses aword classfier f(w;) to replacePHI in-
stances with the NU L L symbad

DEIDENTIFY (document):
al,...,ap = TRAIN(vy,...,vr)
w1, ..., w, = TOKENIZE (document)
deid = []

for w; in wy,...,wy:

if f(wi)]ax == —1:
deid . append (w;)
else:

deid.append(NULL)

return deid

5 Experiments

5.1 Corpus

We obtained a large corpus of 889 dscharge um-
maries cdled the Challenge Corpus (Table 1). The
summaies in the corpus have been manually de-
identified and al PHIs replaced with redistic surro-
gates. The PHIs have dso been tagged and assgned

Table 1: Statistics of the Chalenge Corpus, which we
used for training and testing ou system. The corpus con-
tained 889 manually annaated hospital discharge sum-
maries.

Category Instances Fradion of Total
Non-PHI 444,127 9403%
Doctor 7,697 163%
Date 7,651 162%
Hospital 5,204 110%
ID 5,110 108%
Patient 1,737 0.37%
Locaion 518 011%
Phore 271 Q06%

to one of the seventeen caegories by ahuman expert
(Uzuner et al., 2008.

We randamly split the corpus into a training and
test se, with 669 (75%) and 220(25%) documents,
regpedively. All reallts reported in this paper, un-
lessnoted otherwise, are basal onthesetwo sds.

5.2 Evaluation

To evaluate the performance of our system on the
Challenge Corpus, we use predsion, recdl and f-
measure - three acaragy metrics popdar in lit-
erature (Uzuner et a., 2008 Uzuner et a., 2007).
Predsion is defined asthe fradion of true PHIs in
al the PHIs identified by the system. Recdl, onthe
other hand, is the fradion of true PHIs in the PHIs
identified by the system, out of al PHIs presaat in
the gold standard. The f-measure combines pred-
sion andrecdl into a sngle number that can be used
to compare different systems (Uzuner et al., 2008:

2 x predsion x recdl ©)
predsion + recdl
Preasion, recdl and f-meaaure for non-PHIs ae
defined analogouwsly. For completeness we dso re-
port the confusion matrix between PHIs and non
PHIs.

f-meagure =

5.3 Acauracy

We evaluated the performance of our de-identifier
on a oorpus of 220 hapital discharge ummaies.
With all fedures enabled, our system achieved aPHI
predsion, recdl and f-measure of 97.37%, 93.52%



Table 2: Confusionmatrix for our de-identifier trained on
669 and evaluated on 220 dscharge summaries from the
Challenge Corpus.

Actual
PHI non-PHI

. PHI | 9,013 | 625
Predicted (o P | 243 | 158,838

and 9541%, regedively, and 9961%, 99.85%
and 9973% for nonPHI tokens. Out of 159,081
detected nonPHIs, only 243 (0.15%) were false
negatives while only 625 ou of 9,638 (6%) de-
tected PHIs were false paositives (Table 2). Our re-
sults compare favorably with Uzuner’s Stat De-id,
which achieved a PHI predsion of 98.46%, recdl
of 95.24% and f-meaaure of 96.82% on the sane
datase (Uzuner et al., 2007).

Our system outperforms an average human de-
identifier, who achieves arecdl of 81% on similar
datasds (Neamaullah et a., 2008. We dso ouper-
form human de-identifiersin speed, with our system
being able to processl document per seond

5.4 Feature sdection

5.4.1 OneFeature ClassEnabled

We performed fedure sdection by training the
system onthe full training se with only one feaure
class anabled, and evaluating the reaulting classfier
on the test se (Figures2 and 3). We learned that
lexical bigram information contibuted the most to
predsion and recdl, adieving a PHI predsion and
recdl of 89.76% and 67.91%, repedively, and non
PHI predsion and recdl of 98.08% and 9953%.
Syntactic bigramsalso exhibited good pedsion and
a dightly worserecdl. Other feaure dasses such
as setion heading information, achieved a PHI pre-
cision and recdl of 0%, which implies that they are
nat by themselvesuseul in PHI classfication.

5.4.2 One Feature ClassDisabled

In addition to the “one feaure dass eabled” se-
lection descibed in Sedion 5.4.1, we trained the
system onthefull training se with all fedure dasses
excet one eabled (Figures 4 and 5). We dis-
covered that disabling the “word itself” feaure had
the maost detrimental reault on predsion, bringing it

PHI ———

Non-PHI| messass

PHI baseline
non-PHI baseline

0.8
0.6
0.4

Precision
T
1

Figure 2: Predsion o the de-identifier on the test corpus
with orly one feaure dassenabled. The baselines repre-
sent the system’s predsion with all fegures enabled.

PHI m—
Non-PH| mwes

PHI baseline
non-PHI baseline

0.8
0.6
0.4

Recall
T T
1 1

Figure 3: Recdl of the de-identifier on the test corpus
with only one fedure dassenabled. The baselines repre-
sent the system’s recdl with al feaures enabled.



PHI

Non-PH| mwm

PHI baseline --------
non-PHI baseline

0.95
0.9
0.85
0.8

Precision

Figure 4: Predsion o the de-identifier on the test corpus
with all but one feaure dassenabled. The baseli nes rep-
resent the system’s predsion with al feaures enabled.

down from 97.37% to 93.02% for PHIs. Disabling
“word itself” and arthographic feaureswasthe most
detrimental for recdl (degradation from 93.52% to
90.14% for PHIs). nonPHI predsion and recdl
were not affeded by dsabling a sngle feaure dass

5.5 Kernel Selection

We evaluated the performance of our de-identifier
for different Suppat Vedor Madiinekernels - anas
ped of SVM-basel de-identificaion na adressé in
literature. We performed kernel sdection bytraining
our system on a aubse of the training se (50 ran-
domly sdected documents) with different kernels,
and evaluating the g/stem’s performance on the full
test se. Our reallts are hown in Table 3.

We discovered that in addition to the linea ker-
nel, a quadratic and gaussan kernels work rea®n-
ably well. In particular, the gaussan kernel outper-
forms the linea kernel in terms of PHI predsion,
while sacificing very little recdl. This suggedsthat
the feas of overfitting as®ciated with kernels other
than linea (Uzuner et a., 2008 are unwarranted.

5.6 Training Set Sensitivity

Knowing how the performance of the g/stem im-
proveswith the gze of the training se can help an-
swer the quedion of whether even better acaracy
could be dtained with a larger training sé. We
trained our de-identifier on subses of the full train-

PHI
Non-PHI meessss
PHI baseline --------
non-PHI baseline -
1F -
= 09
o
@ 0.9
0.85
0.8

Figure 5. Recdl of the de-identifier on the test corpus
with al but one feaure dassenabled. The baselines rep-
resent the system’srecdl with all feaures enabled.

Table 3: Predsion and recdl of various kernels on the
Challenge Corpus. The system was trained on a 50
document subset of the training set, and evaluated onthe
full test set.

kernel PHI non-PHI
Preasion Recdl | Predsion Recdl
linea 89.1% 79.7% | 988% 99.4%
quadratic | 98.7% 59.3% | 97.6% 99.9%
gaussan | 95.0% 74.2% | 985% 99.8%
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Figure 6: Predsion o the de-identifier trained on sets of
different sizes, where 100% corresponds to the full train-
ing set of the Challenge Corpus. Predsion improves as
the size of the training set increases. Baselines show the
system’s performance on the full training set.

ing s ranging from 3.125% to 100% of total. The
reallts are reported in Figures6 and 7.

Both predsion and recdl of our de-identifier im-
proved with the sze of thetraining se. While the €-
fed is stronger for recdl than for predsion, the data
implies that we ocould attain a higher predsion and
recdl with a larger training se. Unfortunately, to
our knowledge, no larger annaated corpora of dis-
charge sImmaies ae available.

6 Conclusions

Automatic de-identification of medical records is
possble, and it works well. We implemented a de-
identifier for discharge sammaies basel on Sup-
port Vedor Madiines We evaluated ou system
on alarge arpus of hospital discharge suammaies,
adieving a PHI predsion and recdl of 97.37% and
93.52%, repedively.

We further evaluated the g/stem throughfeaure
and kernel sdection. We foundthat there aefeaure
classes sch aslexica and syntactic bigramswhich
have the greaest impad on the performance of de-
identification. We dso demonstrated that different
kernel types ca be used succeséully, achieving an
overal performance mmparable to the linea kernel
and ouperforming it onindividual measures sich as
predsion and/or recdl.

PHI  —
Non-PH| mms
PHI baseline --------
non-PHI baseline
1
0.95
g 0.9
(0]
014
0.85
0.8
0.75

Figure 7: Recdl of the de-identifier trained onsets of dif-
ferent sizes, where 100% corresponds to the full training
set of the Challenge Corpus. Recdl i mproves as the size
of the training set increases. Baselines show the system’s
performance onthe full training set.

We dso measaured the sensitivity of our de-
identifier to the gze of the training se. We demon-
strated that predsion and recdl improve asthe sze
of the training se increasesimplying that even bet-
ter acauragy could be adieved with alarger corpus.

A Implementation Detail s

We have open-sourced ou implementation
and made it avalable a http://people.
csail.mt.edu/tafvizi/6.864/
deidentifier.tar.gz.
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